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This creates a communications gap between management in the business and the security 

teams. Board members and cybersecurity professionals don't necessarily speak the same 

language in regards to IT security. "Most business leaders do not spend a lot of time talking 

about ISO standards and NIST framework
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http://www.whitehouse.gov/files/documents/cyber/Comm-

Civil_CyberSnapshotPoster.pdf#page=1&zoom=auto,-29,1080
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to collaborate on this important issue. This group has been coordinating with 

intelligence, law enforcement, Homeland Security, and industry officials to make 

sure the member agencies have accurate and timely threat information to assist 

institutions in protecting themselves and their customers from the growing risk posed 

by cyber-attacks.
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What now, aren’t exams enough, why a new assessment of security, what bunch of new 

regulations will I need to meet now?
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• Ensure your top-level executives are up to speed on 

emerging threats. 

• Be well-versed in existing cybersecurity

recommendations, such as those outlined by the NIST 

cybersecurity framework. 

• Show your involvement in information sharing groups, 

such as the FS-ISAC, and participation in CAPP exercises. 

(See the “ABA and Industry Events” section below for 

more information about the CAPP exercise.) 

• Understand and be able to articulate how your institution 

assesses third-party risks and how the compromise of a 

third party could impact your institution's network. 
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PPD = Presidential Policy Directive

Examples of resilience measures: developing a business continuity plan, having a generator 

for back-up power, using building materials that are more durable.
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shall drive the Federal approach to strengthen critical infrastructure security and resilience:
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While including cybersecurity as a stand-alone item on board and/or committee meeting 

agendas is certainly a recommended practice, the issue should also be integrated into full-

board discussions involving new business plans and product offerings, (M&A), new market 

entry, deployment of new technologies, major capital investment decisions such as facility 

expansions or IT system upgrades, and the like.
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The released framework is based on NIST SP800-53 for controls and the following 

categories were identified as the key components in a cybersecurity framework.  Most 

organizations will find they are doing pretty well in probably 3 of the 5 with Detect and 

Respond being the least likely areas where high quality of user/computer activity 

monitoring and intrusion detection is performed.  Too often event management tools are 

chosen and managed by the same people that need to be monitored, privileged users.
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The CSF I find confusing and does not really offer much to assess your organization. 
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These are the series of reports available after responding to the set of questions in the 

CSET tool.
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